Recognizing Individual Typing Patterns
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Abstract. In the article three methods of extracting individual typing
patterns are proposed and tested. Moreover, we present satisfactory ex-
perimental results confirming that these typing patterns may be used as
biometrics for human identification, especially in web-based applications
(e.g. password hardening).

1 Introduction

Individual typing patterns recognition systems analyze the way a user types at a
terminal by monitoring the keyboard events. In such recognition systems, several
things can be analyzed: time between key-pressed and key-released events, break
between two different keystrokes, duration for digraphs and trigraphs and many
more. In other words not what is typed, but how it is typed is important.

These characteristics of typing patterns are considered to be a good sign of
identity and therefore may be used as biometrics for human identification and
for enhancing web security in client-server applications [1][2][3].

Keystroke verification techniques can be divided into two categories: static
and continuous. Static verification approaches analyze keyboard dynamics only
at specific times, for example during the logon process. Static techniques are
considered as providing a higher level of security than a simple password-based
verification system [I]. The main drawback of such an approach is the lack of
continuous monitoring, which could detect a substitution of the user after the
initial verification. Nevertheless, the combination of the static approach with
password authentication was proposed in several papers [4] and it is considered as
being able to provide a sufficient level of security for the majority of applications.
Our web identification system is based on such a combination.

Continuous verification, on the contrary, monitors the user’s typing behavior
through the whole period of interaction [I]. It means that even after a successful
login, the typing patterns of a person are constantly analyzed and when they do
not mach user’s profile access is blocked. This method is obviously more reliable
but, on the other hand, the verification algorithms as well as the implementation
process itself, are much more complex.
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One of the first studies on keyboard biometrics was carried out by Gaines et
al.[5]. Seven secretaries took part in the experiment in which they were asked
to retype the same three paragraphs on two different occasions in a period of
four months. Keystroke latency timings were collected and analyzed for a limited
number of digraphs and observations were based on those digraph values that
occurred more than 10 times [6].

Similar experiments were performed by Leggett with 17 programmers [4].
In the 15 last years, much research on keystroke analysis has been done (e.g.,
Joyce and Gupta [7], Bleha et al. [§], Leggett et al. [4], Brown and Rogers [9],
Bergadano et al. [10], and Monrose and Rubin [I][6]).

Several proposed solutions got U.S. patents (for instance Brown and Rogers
[11]). Some neural network approaches (e.g., Yu and Cho [I2]) have also been
undertaken in the last few years. More recently, several papers where keystroke
biometrics, in conjunction with the login-id password pair access control tech-
nique, were proposed (e.g., Tapiador and Sigenza [I3]). Some commercial im-
plementations are also available ("Biopassword’, a software tool for Windows
platform commercialized by Net Nanny Inc. [14]).

2 Typing Patterns Characteristics

In the proposed and implemented individual typing pattern recognition system
three independent methods of the identity verification are performed every time
a user attempts to log in.

First and second method is based on the calculation of the degree of disorder of
digraphs and trigraphs respectively. The last one compares typing paths stored in
the database against a typing path created at the time of logon process. Hereby
we present background of our methods.

2.1 Digraphs and Trigraphs

Digraph is defined as two keys typed one after the other. In our case the duration
of a digraph is measured between the press event of the first key and release event
of the second key.

Trigraph is defined as three keys typed one after the other. The duration of
trigraph is measured between pressing event of the first key and release of the
third key.

2.2 Degree of Disorder

Having two sets of key latencies of the same Login— Password pair, it is possible
to measure their “similarity”. One way to calculate that is the degree of disorder
(do) technique [I0].

Let us define vector V of N elements and vector V’, which includes the same
N elements, but ordered in a different way. The degree of disorder in vector V'
can be defined as the sum of the distances between the position of each element
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in V with respect to its counterpart vector V. If all the elements in both vectors
are in the same position, the disorder equals 0.

Maximum disorder occurs when elements in vector V' are in the reverse order
to the model vector V’. Maximum disorder (do,q.) is given by:

V12
dOmax = | 2| (1)

where |V is the length of V' and it is even or by:

(V> = 1)
dOmax = 9 (2)
where |V is length of V and it is odd.

In order to get the normalized degree of disorder (doy,,,) of a vector of N ele-
ments, we divide do by the value of the maximum disorder. After normalization,
the degree of disorder falls between 0 (V' and V' have the same order) and 1
(V is in reverse order to V).

Distance:
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Fig. 1. The distances between the position of each element in V with respect to V'

For the vector V in Figure [l the disorder can be calculated as:
do=(240+143+141+2)=10 (3)
where do,,q: equals:

(V-1 _ 7 -1 _ 48

max — = =24 4
do 9 9 9 (4)
In order to normalize the disorder, we perform:
do 10
nor — - - 741
do dos — 24 0,4167 (5)

For a more exhaustive introduction to degree of disorder see [10].
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2.3 Typing Paths

Typing paths can be described as a set of key code/key event pairs stored in
order of occurrence. If some short sequence of chars is being retyped by a user
several times (which is the case with the “Login - Password” mode), the analysis
of such paths is likely to show some typical characteristics of a user’s behavior:

— moments where keys overlap (second key is pressed before the release of the
first one)

— the position of the key pressed in the case of duplicate keys (digits, SHIFT’s,
ete.)

3 Experimental Setup and Results

In our experiments 18 volunteers participated in testing the proposed keystroke
pattern recognition methods. Typing skills varied slightly among them - the
majority of the group type on PC keyboard every day. Every volunteer had
assigned unique login-id and password. The full name of particular individual
was used as her/his login-id, since it is one of the most frequently typed phrase for
most of people. In our experiments we calculated standard biometrics recognition
parameters, namely False Rejection Rate (FRR) and False Acceptance Rate
(FAR) for each of the users. We set the systems for different thresholds: 0.25,
0.3, 0.35 and 0.4.

Table 1. FRR results for the combined feature vector (for all the methods)

user Combined FRR

userl 7.6923
user2 2.5000
user3 0.0000
user4 41.3043
userb 55.5556
user6 6.2500
user? 41.6667
user8 32.0000
user9 0.0000
user10 15.0000
userll 22.7273
user12 33.3333
userl3 36.8421
userl4 43.7500
userlb 36.3636
user16 9.5238
userl7 7.6923
userl8 15.7895



Recognizing Individual Typing Patterns 327

Table 2. FAR results for digraphs and trigraphs for the 0.25 threshold

user Digraph FAR Trigraph FAR

userl 0.0000 15.3846
user2 0.0000 0.0000
user6 0.0000 17.5439
user8 0.0000 0.0000
user9 0.0000 12.5000
user10 0.0000 1.9231
userl14 1.2346 28.3951
userlb 0.0000 9.0909
userl? 0.0000 0.0000
userl8 0.0000 0.0000

Table 3. FAR results for digraphs and trigraphs for the 0.3 threshold

user Digraph FAR Trigraph FAR

userl 1.9231 34.6154
user2 0.0000 15.3846
user6 0.0000 47.3684
user8 0.0000 1.6949

user9 0.0000 50.0000
user10 0.0000 7.6923

userl4 9.8765 38.2716
userlb 0.0000 45.4545
userl7 0.0000 0.0000

userl8 9.0909 18.1818

In the first stage every participant performed 15 attempts of log in-password
authentication that were evaluated by the system in order to calculate the model
vector of digraphs and trigraphs as well as to collect the typing paths.

After that users performed several another logon attempts as valid users (FRR
tests) and few attempts as impostors (trying to log on somebody’s else
account knowing login and password - FAR tests).

Each user performed 20 logon attempts as valid user. The combined FRR
results are presented in Table [[l Unfortunately, usually after several successful
attempts most of the users wanted to find out how the system behaves in case
of sudden change of typing patterns and they ’test’ the system trying to type in
extremely different way then they used to. This behavior of users is inevitable
in real-life applications and it definitely affected the FRR performance of the
system.

In the second part of experiments a participant was asked to act as impostor.
She/he was trying to logon on somebody else account. In order to increase the
number of logon attacks per single account, we randomly selected 10 out of
18 existing accounts to be attacked. This decision was motivated by the fact
that the number of participants (and thus samples) was limited (users were not
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Table 4. FAR results for digraphs and trigraphs for the 0.35 threshold

user Digraph FAR Trigraph FAR

userl 5.7962 48.0769
user2 7.6923 61.5385
user6 7.0175 66.6667
user8 5.0847 3.3898
user9 12.5000 68.7500
user10 9.6154 19.2308
userl14 24.6914 59.2593
userlb 0.0000 54.5455
userl? 0.0000 0.0000
userl8 27.2727 45.4545

Table 5. FAR results for digraphs and trigraphs for the 0.4 threshold

user Digraph FAR Trigraph FAR

userl 19.2308 50.0000
user2 46.1538 69.2308
user6 12.2807 71.9298
user8 15.2542 11.8644
user9 18.7500 81.2500
userl0  26.9231 36.5385
userl4  33.3333 67.9012
userlb 0.0000 63.6364
userl7 0.0000 10.0000
userl8 54.5455 63.6364

willing to spend hours trying to hack somebody’s else account). Bigger number of
attacks per single account will picture more clearly the FAR, so smaller number
of accounts to hack was the only reasonable solution.

The results showing FAR for each of the threshold for digraph and trigraph
method are shown in the Tables Il The results for typing path method and for
all the methods combined together are shown in the Table

In any web implementation of typing patterns recognition (e.g. password hard-
ening), FAR is more important than FRR and therefore we think our results
are satisfactory. Nevertheless some minor changes to our client-server implemen-
tation could decrease F'RR, which would make the system more user-friendly. It
is hard to determine which of the developed and implemented method gives the
best performance for all users. The best solution is to make the logon algorithm
adaptive. The algorithm should check which method gives the best performance
for given user in order to give it the biggest weight while taking the access/no
access decision.

In case of non-adaptive implementation the best results were observed for
thresholds: 0,25 for trigraphs and 0,3 for digraphs. The threshold for digraphs
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Table 6. FAR results for the typing paths method and the final FAR results for all
the combined methods

user Typing Path FAR Combined FAR

userl 0.0000 1.9230
user2 7.6923 0.0000
user6 0.0000 0.0000
user8 3.3898 0.0000
user9 0.0000 0.0000
user10 1.9231 0.0000
userl4 0.0000 8.1649
userlb 9.0909 0.0000
userl7 0.0000 0.0000
userl8 0.0000 0.0000

and trigraphs should not be equal. It should be higher for digraphs and lower
for trigraphs.

Tt is also noticeable that longer char sets (trigraphs) have more stable statistics
for a legitimate user (the standard deviation of particular trigraph’s durations is
small, and thus the distance calculated from the degree of disorder is smaller),
but on the other hand they are easier to forge.

Typing patterns characteristics are sensitive to the emotional and physical
state of the person who is verified. Very poor typing skills are another factor
which can affect the process of authentication. The good thing is that our meth-
ods of individual typing patterns extraction are very likely to achieve a high level
of acceptance among ordinary users.

Moreover, unlike other biometric or security systems, which usually require
additional hardware and thus are expensive to implement, typing patterns recog-
nition system is almost for free - the only hardware required is the keyboard [IJ.

4 Conclusion

In the article we presented and tested methods of recognizing individual typ-
ing patterns. We also proved that biometrics system based on such extracted
typing patterns is capable of identifying humans and increasing security in web
applications where logging-in is the necessity for the clients (e-banking).

The combined values of FRR varied from 0% to 55% (Table[I]) and the values
of FAR were equal to %0 for all but 2 users (Table [f]). For the 2 users
is was possible for the impostor to logon with their password and biometrics
characteristics with the probability 1.9% and 8.2%, respectively.

This means that the presented methods are effective and could be imple-
mented to increase web security in applications where logging-in is the necessity
for the clients.
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